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Problem

Privacy-aware Workflows are compliant with:

A clinical workflow might have privacy issues due We aim to transform existing non-privacy-aware

* privacy principles based on the EU General Data Protection Regulation,
to involving sensitive patient data and multiple workflows into privacy-aware ones.

* privacy policies provided by healthcare providers, and
healthcare providers.

* privacy preferences of data subjects (patients).
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Ontology for main components of privacy rules:

Example of Privacy Rule:

PrivacyRule

Data + user: User User . : - :
— < . * Informally: foreach data operation tasks with annotation [Data, purpose] do
+ dataCategory: String + data: Data + userRole: Strin
+ retention: Strin

R e Alice gives consent that only pediatrician Bob can perform
urpose: Strin 8 YP P
hearing screening for 6 months on March 21, 2019. foreach privacy rules with purpose do
PrivacyPolicy PrivacyPreference )
+ condition: bool | + consentStatus: bool I : Formally. if privacy violation then
Mapping between privacy concepts and BPMN elements: (Alice, only Bob, hearing-screening, any, 6months, 2019-03-21)
— apply predefined transformation action
- Data e  Genaral Schema:
User «—¢| ¢ Data «— pjecr| Data —>— 55 . .
S Store E (dataSubject, user, purpose, data, duration, entryDate)

Use Case: Newborn Screening in Germany

c
)
g
/@D )
perform hearing
:LE) c C > screening , O
g § newborn arrivi E)K y E N { } ________________________________ -)[ } ________________________________ { } _______________ R consent no féﬁ )
2|5 ! : v form heari
EE) g d:hear screening| | | d:result, | , . = S es persz:?enﬁqagrlng : O
5|8 medical data, | | p:hear screening S| 0 d:consent, ' ie
= p:hear screening| | v : é‘ 5 p:hear screening AN J :
! 1 ° ° ° ° E rE — ! —
T ee-a- HIS <--- PI'IVGCY RUIC.’ An eXPIICIt consent Is transformationo Q13 d:hear screening| ' | d:iresult,
. g Q & & medical data, . :_ p:hear screening
required for newborn hearing add consent O LIy PRl ol check consent | PiMearscreening) —
ask for consen ' !
° ° ™ . . | L HIS (____
Hearing Procedure Clinical Workflow screening. check task newborn arrives

Hearing Procedure Privacy-Aware Clinical Workflow



